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CyberSafety & E-Invoicing - Protecting You & Your 
Clients From Cybercriminals
As with all forms of revenue generation 
and payment methods in business, 
e-invoicing is just as prone to fraud 
and scams as any other. Thorough 
vigilance and hyperawareness of the 
issue is a key part in preventing access 
by scammers to your payments, invoice 
fraud can happen to any company 
or organisation, big or SME, paper 
invoicing or electronic. 
E-invoicing is the direct, automated digital 
exchange of invoice information between a 
supplier’s and a buyer’s software based on 
an agreed standard. 

Invoice fraud happens when an organisation 
is fooled into changing bank account payee 
details for a significant payment (usually a 
large lump sum). Criminals pose as regular 
suppliers and make a formal request for 
bank account details to be changed. You 
may not realise this to be a scam until your 
actual suppliers contact you to complain 
about payments not occurring. 

If there is a change to a normal payment 
between a buyer and a supplier it needs to 
be verified as legitimate (e.g. a change in 
account details). Significant changes and 
odd activity could denote criminal activity 
or scamming if it is not being conducted by 
the actual suppliers.

Be aware of potential scams that may be 
around, and have security checks in place 
to ensure that payment is being made to 
the correct suppliers. Before paying, ensure 
that your supplier verifies all major invoices 
using the contact details you already have 
on record. 

Keeping Your Business Safe From Invoice 
Fraud

 • Always check for irregularities, 
including changes to supplier names 
and addresses and changes to invoiced 
amounts. 

 • Check any modifications to supplier 
financial arrangements should be 
verified against what is on file - if there 
are any doubts or concerns, contacting 

your supplier directly may be the best 
practice to put into place. 

 • Check bank statements carefully, and 
report any discrepancies or suspicious 
debits to your bank as soon as 
possible. 

 • If contacted, double-check with 
the numbers on file to contact your 
supplier (not any that they may leave 
you with) for verification.

If your e-invoicing is being handled 
externally, by us for instance, you can raise 
any concerns that you may have with us to 
look into.
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Can You Be Sued If Your Workers Catch COVID-19 At Work?

Starting Your Business From The Ground Up

When a worker is injured or becomes 
ill as a result of their employment, 
they may make a claim for workers 
compensation from your business. As 
COVID-19 restrictions ease and borders 
reopen, there is a larger risk of exposure 
to the virus, which forecasts a potential 
rise in workers compensation claims.
Additionally, your business could be at 
risk of legal action if staff members get 
sick as a result of work. 
As an employer, you have a duty of care to your 
employees to maintain a safe workplace, as far 
as is reasonably practicable. This means that 
you need to ensure that there are preventative 
measures and precautions in place to avoid harm 
or injury as they perform their role. This includes 
implementing safeguards to avoid the spread of 
COVID-19. 

If an employee catches COVID-19 at work, they 
can make a claim for workers compensation 
under their state-based Work Cover schemes 
which operate under a no-fault principle. This ‘no 

fault’ principle is when compensation is available 
to a worker if they are unable to work due to 
a work-related injury, even if their employer 
committed no wrong.

If a worker believed they had contracted 
COVID-19 because their employer was at 
fault, because of deliberate action or through 
negligence, they may be able to sue their boss 
(you) in court for damages. 

They would have to prove causation - that is, 
not only that you owed them a duty of care, but 
that there was a failure in fulfilling this duty of 
care that caused the injury (the contraction of 
COVID-19). This may be difficult to prove on 
their part.

 If however you were aware of the risk of 
infection and did not put measures in place to 
prevent or minimise the risk of exposure, you 
may be held liable by your employees, and be 
subject to a potential lawsuit. 

This means that employers need to ensure that 
they are being very stringent and dutiful towards 

2022 might be bringing you a fresh start 
in terms of your business adventures, 
and you may be looking to start your 
next adventure on your own terms. 
Next year could be your year to start a 
business, but you might have concerns 
and trepidation about the process.
Starting a successful business requires three 
things:

 • A good idea,

 • The right amount of capital you’ll need, and 

 • Creativity.

However, with the challenges that many 
businesses faced over the last few years, 
particularly those who were finding their feet 
and starting up, having just those three things 
to face 2022’s business environment might be 
a little daunting. 
That’s why having a strategy in place for your 
business and a plan for its path in the future is 
of paramount importance. 

Think Through Every Element Of Your Startup 
(From Top To Bottom)

Having the idea for your business is a great 
starting point, but being able to articulate to 
investors that idea to your investors with a solid 
foundation behind it is even more important. 
Think about the questions that your investors 

the health and safety of their employees, lest 
they be left open to liability concerns. Carry 
out your operation in line with government 
regulations and OH&S principles to mitigate your 
liability risk.

How Can You Minimise The Risk Of A Lawsuit?

 • Adopt stringent practices and procedures, 
such as hand-washing and sanitisation, 
practice distancing

 • Keep up-to-date records of all procedures, 
incidents and measures for OH&S.

 • Follow public health orders where 
possible, and implement additional safety 
precautions for your staff if necessary (e.g. 
wear masks if in a customer-facing position, 
provide them with protective equipment 
and hand sanitiser, mandate check-in 
procedures). 

 • Increase security and surveillance.

 • Adhere to the changing government 
regulations, prioritising understanding of 
and adherence to new directives as quickly 
as possible.

might ask you about critical elements of your 
business, including your target audience, the 
competition in the field, your company’s goals 
and your potential marketing strategies, as well 
as potential questions investors might ask you 
about each of those aspects of your business. 
Having solid answers in place will give your 
investors (and you) a better picture of the idea 
and the potential of you as a business innovator.

Draft A Business Plan 

Having a physical business plan that includes 
all of the elements that you brought forward to 
your investors or partners will help you as you 
move forward on your business trajectory, but 
also gives a map of your business goals. 

Creating a business plan should be fairly easy as it 
is simply putting in writing what you have already 
discussed ahead of time with your investors.  
You may also be able to speak with us about 
creating business plans at the beginning of your 
business as well as throughout your business’s 
lifetime. 

Put Your Money Into The Resources You Need 
(Not The Ones You Want)

It might be tempting to shell out for the best 
and the flashiest equipment that your business 
could have a use for all at once, but it’s best to 
plan out your expenses. Determine your needs 
upfront and invest in them. Are you planning 

to have a physical space for your business, or 
can operations be conducted remotely? Putting 
the extra money into the critical resources and 
equipment that your business needs at the start 
may help you to produce a quality product and 
earmark your businesses. 

Don’t Skimp On The Marketing

Marketing is one of the most important business 
growth strategies, but is often neglected or 
overlooked by new businesses. Use social media, 
create a website, set up a blog or create email 
campaigns to bring awareness to your business. 

Hire An Accountant

An accountant is specially trained to handle 
the organisation of your finances, and keep 
them in good order. While you might be able to 
keep track of your finances in the early stages 
of the business’s growth, we’re equipped to 
help when things start to pick up speed. Start 
a conversation with us to find out how we can 
help your business today.
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The holiday period is ripe for 
marketing opportunities, and taking 
advantage of them could bring 
some easy brand awareness to 
your business. Building your online 
presence for your business has 
never been easier with these simple 
strategies for using the holidays to 
your advantage this year. 
Use Your Reviews As Content

Who needs the stress and hassle of trying to 
choose a present when someone else can do 
it for you? Reviews are a great way to save 
time with marketing as they are populated by 
the content of someone else that convinces 
others to buy or avoid your products. 
Make those positive, wordy reviews visually 
appealing in a fun graphic and serve them to 
other customers to buy into them with it.

Run A Festive Giveaway Competition On 
Facebook

Who doesn’t love free stuff? Creating a 
festive-themed giveaway is a great way to 
boost engagement with your audience, but 
also gives them an incentive to follow, engage 
and potentially even opt-in for more marketing 
materials during the season of giving.

Keep Customers Updated

Stay on top of noting products on pre-order, 
in stock or out of stock, any changes to your 
trading hours (either extended or reduced) 
and keep your customers informed with open 
communication on your social media or website.

Get Your Team Involved

Showing how your business is getting in the 
festive mood adds a layer of authenticity 
to your brand persona. Think about ways 
you could humanise your business to your 
customers (e.g. selfies at the Christmas party, 
secret Santa live streams etc).

Taking Advantage 
Of The Holiday 

Season With Your 
Business’s Social 

Media 

Australian Primary Producers 
Going Into 2022
Australia’s primary industries have a 
strong tradition of being innovative 
and adaptive to new challenges. They 
have proven to be highly efficient and 
competitive in international markets. 
The outlook for the Australian primary 
industries sector is strong, with the 
world’s demand for food rising, driven by 
population growth and calls for higher 
quality and a greater variety of food.
Primary producers in Australia may include 
those who undertake as a part of their business:

 • Plant or animal cultivation

 • Fishing or pearling

 • Tree farming or felling

Moving into the new year, there may be 
additional challenges and opportunities that 
primary producers face. At the moment, primary 
producers may be facing difficulties with: 

 • Ongoing persistent drought conditions 
across most of the country for primary 
producers involved in agricultural 
production of livestock or crops

 • Finding skilled labour or are without 
their usual workforces to assist with the 
harvests/production

 • Financing and debt from previous years 
affecting their ongoing revenue streams

If you are a primary producer and wondering 
what the best approach to the new year is, 
maybe now is the time to speak with us. 
There are a number of rebates, concessions 
and schemes available to primary producers 
across the country to benefit from. Start a 
conversation with us today to learn more about 
these and other opportunities that might be 
available to you.

How To Check Your Colleagues Are Okay 
Mentally, it’s been a rough year. That’s why 
checking that your colleagues are doing 
okay is an important step in creating an 
organisational culture that values caring 
and the health of those who work within it. 
If you see that a colleague’s behaviour has 
changed or their performance is being impacted, 
ask them if they are okay. Express concern 
and care for the other person’s wellbeing - it’s 
important to be looking out for one another as 
Australia moves towards the new normal.

Consider using the Notice, Talk, Act approach 
when checking in on your colleagues, or 
implemeni.

Notice

Have there been any warning signs or obvious 
changes in their behaviour or performance? If 
these noticeable changes persist for more than 
a fortnight, it could be cause for concern. If the 
change in behaviour or performance is extreme 
enough to warrant an immediate response, 
make sure you understand your role within the 
organisation’s safety protocols and procedures. 

Talk 

Take the opportunity to find a quiet place with 
them and ask if they are okay. Expressions of 
concern can contribute to a supportive work 
environment, which can promote open discussion 
and voicing of worries by colleagues to others. 
Provide examples of behaviour that has worried 
you when speaking with your colleague, but be 
sure not to place judgement.  
For example, “I noticed that you’ve seemed a little 
more stressed than usual while trying to get this 
piece of work to the client, but is everything okay?” 

It is best not to assume that you know what is 
happening, and convey to them that you are there 
to be a listener and support to them for their 
worries and troubles.

Act

Work out the best approach to get your colleague 
the help that they need. Is there an Employee 
Assistance Program in place at your work? Share 
information with them about how to connect 
with the EAP and recommend that they consider 
connecting with a healthcare professional. 
Remember, you are not equipped with the tools 

they need to work through this - you are there in 
the capacity of support. Ask them what they might 
need for support and care through this process. 
If you are worried about their immediate safety, do 
not leave your colleague alone and seek emergency 
assistance.
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Borders Opening, Businesses Migrating, Visas & More 
2022 is looking to be the broad goal 
for global borders reopening and many 
overseas businesses and non-citizens 
may already be looking at investing 
the time and effort into establishing a 
business in Australia. 
However, non-citizens have additional 
requirements that need to be in place 
prior to attempting to start a business 
or migrate a business. If you’re already 
in Australia, you’ve won half the battle. 
Establishing a business however 
requires additional strategising.
When you start a business as a non-citizen 
you need to make sure you know:

 • What visa is required

 • The process that needs to be 
undertaken to get the right visa

 • What legal and government 
requirements apply to Australian 
businesses

Knowing exactly what is required of you 
if you are looking towards this sort of 
opportunity is critical, and getting it wrong 
can have serious consequences. 

Understanding The Visa Process

If you are not a permanent resident of 
Australia or a citizen, you will require a 
specific visa to work or establish a business in 
Australia. To get one will require the following:

 » A nomination from a state/territory

 » A determination from the Department of 
Home Affairs regarding your eligibility. 

Essentially, there is a three step process 
involved in getting a business visa:

1. An expression of interest (EOI) needs 
to be submitted to the Department Of 
Home Affairs Skillset online service. 

2. See if a state or territory, or the CEO 
of Austrade decide to nominate you to 
apply for a visa (you can wait for them 
to contact you, or reach out to them 
yourself directly). 

3. When you receive an invitation, you 
can apply for a visa (provided you meet 
the appropriate eligibility requirements 
and have the correct documents). 

Find The Right Visa For You

 • If you possess business skills and are 
looking to operate a new or existing 
business, the Business Innovation & 
Investment (Potential) Visa may be the 
visa for you. It’s valid for 4 years and 
3 months. 

 • A Business Talent Visa may be the visa 
for you if you were nominated by a 
state or territory government, invited to 
apply for the visa or have the required 
funding or assets. This is a permanent 
visa, and consists of two types:

◊ Significant business history 
stream: for experienced business 
owners looking to operate an 
existing business in Australia. They 
must have a net value of at least 
AUD $1.5 million and an annual 
business turnover of at least AUD 
$3 million to be eligible. 

◊ Venture Capital Entrepreneur 
Stream: for business people who 
are looking to start a business 
in Australia, and have sourced 
venture capital funding from the 
Australian Investment Council 
(AIC). They need to have at least 
AUD $1 million in venture capital 
funding to develop a high-value 
business idea. 

Starting a business is no easy feat, and 
particularly so when you’re planning to do 
it in a different country. If you’re looking to 
migrate an overseas business to Australia 
or looking at your options in starting one, 
speak with a professional (like us) about 
your potential obligations and requirements. 

Taking A Healthier Approach To Debt In The New Year
Your business may be taking some 
unwanted baggage into 2022 if it is 
currently struggling with debt.  
There are two kinds of debt that 
businesses can go into - good debt and 
bad debt. Determining the type of debt 
is highly dependent on how the debt has 
been used for your business.

Good debt has the potential to support 
your business’s growth and its ability to 
create and generate further wealth. This 
could be when your business purchases 
an asset through borrowed money that 
generates income for the business, with 
the return on investment for the asset 
exceeding its after-tax interest cost. If you 

are a business in a seasonal industry, you 
could use a business loan or line of credit to 
balance out uneven cash flow in the slower 
seasons. 

As a general rule, good debt generates more 
value or money than the loan itself costs. It 
allows you to expand by financing things for 
the business, such as equipment, premises, 
skilled employees and marketing.

Bad debt may come in two forms. The 
first is as a loss that your business has 
incurred because credit has been extended 
to customers that cannot be repaid or 
recovered (which should be expensed on 
your income account). It could also be due to 
a loan that your business takes out to use for 

financings, such as growth or day-to-day 
operations. 

Bad debt essentially affects the bottom 
line, disrupts the day-to-day activities 
and operations by affecting cash flow, 
constraining growth and even threatens 
the survival of your business. 

However, even good debt can become 
bad debt if it is not carefully managed and 
controlled. Always have a plan for paying 
off debt in place, and try to pay off the 
more expensive forms of good debt before 
paying off the cheaper good debts. You 
can also speak with us about how you can 
control your debt, rather than allowing debt 
to control you.


